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1. EXECUTIVE SUMMARY AND INTRODUCTION TO PLATTER

The purpose of this document is to present a ttwd, Planning Tool for Trusted Electronic
Repositories (PLATTER) which provides a basis fdligital repository to plan the development of its
goals, objectives and performance targets overcthese of its lifetime in a manner which will
contribute to the repository establishing trustedus amongst its stakeholders. PLATTER is not in
itself an audit or certification tool but is rathedesigned to complement existing audit and ceatifor
tools by providing a framework which will allow nengpositories to incorporate the goal of achieving
trust into their planning from an early stage. pasitory planned using PLATTER will find itself &n
strong position when it subsequently comes to appby of the existing auditing tools to confirm the
adequacy of its procedures for maintaining the l@mnm usability of and access to its material.

In order to maintain the scope of the documentraiagonable level, we focus only on the process by
which the repository organization sets and manégesbjectives The management of the process of

implementinghese objectives, encompassing such widely digparaas as finance, human resource
management, software and hardware planning, datahaasing etc. is too large a subject area to be
covered by any single document and will typicadiguire input from a range of subject experts.

Even the process of defining a generic tool for agamg objectives and targets must deal with the
considerable diversity amongst those organisatinieh may be included under the term “digital
repository”. In PLATTER, this diversity is acknowlged and explicitly handled by requiring
repositories as a first step in the planning predesanswer a questionnaire which characterises the
repository relative to other repositories and wtaah be used to determine how and whether the goals
and objectives we have identified are to be redlisex given organisation.

The PLATTER process is centred around a groupraft&jic Objective Plans (SOPs) through which a
repository specifies its current objectives, tasget key performance indicators in those areaghwhi
have been identified as central to the processstaibéishing trust. In the future, PLATTER can and
should be used as the basis for an electronicitoahich repositories will be able to compare their
targets with those adopted by other similar (siytabonymised) repositories. The intention is tihat
SOPs should be living documents which evolve vhthrepository, and PLATTER therefore defines a
planning cycle through which the SOPs can devejapb#otically with the repository organisation.
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2. THE TRUSTED REPOSITORY

The term “Digital Repository” is used to describam distinct and overlapping types of system and
organisation. Some usages restrict the term tdadligbllections implementing a particular model

(such as OAI§ or protocol (such as OAI-PM In other contexts, “repository” is used very duity

to refer to any organisation with responsibilityr fmanaging digital material for a designated

community of end-users. The term is also sometsesl somewhat abstractly to refer to a collection
of services involved with the acquisition, managetand dissemination of digital material. This

latter usage is of particular relevance when theices are managed by multiple institutions working
in a federated structure.

The concept of “Trust” (generally used interchargaf ungrammatically, with “Trustedness” and
“Trustworthiness”) has a somewhat narrower, ancefoee clearer, definition. A repository is Trusted
if it can demonstrate its capacity to fulfil itsegjified functions, and if those specified functi@agisfy

an agreed set of minimal criteria which all TrustReépositories are assumed to require. The
requirement that compliance demonstrablés critical, with the result that the acquisitiohTaoust is
assumed to be largely synonymous with processasdif and certification.

To this end, several initiatives have developedstdo enable repositories to be audited or self-
assessed. These have been characterised by twdeooempary approaches. The TRA@nd nestdr
groups have produced checklists of specific catarich repositories are required to be able til ful
and document in order to obtain certification. Bgntast, the DRAMBORA toolkit guides
repositories through a risk-assessment exercisehwbnables them to evaluate (self-assess) their
ability to fulfil their self-specified goals. Eachethod has its strengths and weaknesses. The idteckl
approach is more concrete and specific and is fitverevell-suited to a certification process. On the
other hand it is somewhat rigid and may be diftical apply across the board to all possible digital
repositories which might seek trusted status. Bgtrest, the DRAMBORA toolkit is extremely
flexible because it assesses a repository reltditiee repository's own self-defined goals, naddme
externally defined standard. However this impligst the trustworthiness of a DRAMBORA-assessed
repository can only be as good as the fitnessasfdlself-defined goals.

A suitable compromise would be to allow repositerie identify their own goals within a broadly
accepted framework of basic requirements relevantlt trusted repositories. Precisely such a
framework is represented by the Ten Core Principfe$rust Repository Design which have been
developed by The Center for Research Libraries (CRIhe Digital Curation Centre (DCC),

! "Reference Model for an Open Archival Informat®ystem (OAIS). CCSDS 650.0-B-1, Blue
Book, January 2002"

http://public.ccsds.org/publications/archive/650%(pdf

The Open Archives Initiative Protocol for Metadatarvesting
http://www.openarchives.org/OAl/openarchivesprotdaml

3 “Trustworthy Repositories Audit & Certification RAC) : Criteria and Checklist”

http://www.crl.edu/PDF/trac.pdf
http://www.crl.edu/content.asp?l1=13&I2=58&13=162&91

The nestor catalog of criteria for trusted digiggbositories

http://edoc.hu-berlin.de/series/nestor-materidien/PDF/8en.pdf

° A McHugh, S Ross, R Ruusaleep & H Hofman, TheitBidRepository Audit Method Based
on Risk Assessment (DRAMBORA)’, http://www.repositaudit.eu. 2007. ISBN: 978-1-
906242-00-8
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DigitalPresevationEurope (DPE), and The German Ne&&wof Expertise in Digital long-term
preservation (nestor) in the field of audit andtifieation at a meeting hosted by CRL in Chicago in
January 2007. The principles state that a repgsitor

1. Commits to continuing maintenance of digital olgectfor identified
community/communities.

2. Demonstrates organizational fitness (including ritial, staffing structure, anf
processes) to fulfil its commitment.

3. Acquires and maintains requisite contractual andallerights and fulfils
responsibilities.

4. Has an effective and efficient policy framework.

5. Acquires and ingests digital objects based upotedteriteria that correspond to
commitments and capabilities.

6. Maintains/ensures the integrity, authenticity arsahility of digital objects it hold
over time.

7. Creates and maintains requisite metadata abowinadiiken on digital objects durifg
preservation as well as the relevant productioces& support, and usage procgss
contexts before preservation.

8. Fulfils requisite dissemination requirements.
9. Has a strategic program for preservation plannimjaction.

10. Has technical infrastructure adequate to continumraintenance and security of §s
digital objects?

S

For the DRAMBORA toolkit, these principles determia classification for the risks identified by the
assessment process. For the checklists they repr@segreed classification scheme for the pomts t
be checked. What remains open, and what this dadumedesigned to address, is how these
principles can be incorporated into the design pladning of a repository so that it is “trust-ready
from the start.

® http://www.crl.edu/content.asp?11=13&I2=58&I3=16{2&91
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3. REPOSITORY CLASSIFICATION

One of the major stumbling blocks along the wath development of a greater level of trust among
repositories is the enormous diversity in the typé®rganisation covered by the very broad term
“repository”. In practice, experience with reposjtoaudits with  DRAMBORA and TRAC
demonstrates that interest in obtaining Trustetlistss common to repositories of many types — for
example national libraries and archives, institgio repositories, subject-based repositories and
scientific data archives all recognise the valuarofiudit both as a tool to enable them to idemtiéjr
weak and strong areas and as a source for extegligation of their work.

Since no “one-size-fits-all” approach can hope pply to all types of repository, it is vital for a
repository planner to be able to classify theiro{ory in order to be able to compare its policaes
practices with other similar repositories. Thetfistage of the PLATTER analysis is a taxonomic
classification which will enable a repository to bempared with other similar repositories. Many
possible schemes for such a classification couldéxeloped, and in PLATTER we have chosen to
characterise a repository along a number of inddg@naxes grouped into four major descriptive
classes:

e Purpose and Function
e Scale

e QOperation

e Implementation.

The classification axes have been chosen to bdyhigimeral in order to apply as widely as possible.
It is nevertheless not improbable that some repiosgt in practice will find one or more of the axes

be overly restrictive or meaningless as a desonptif their operations. However it is expected that
taxonomy presented here will, when taken as a wipptevide a usable classification scheme for the
vast majority of those repositories which are expeédo be seeking trusted status now or in the near
future.

3.1. REPOSITORY PURPOSE AND FUNCTION

The purpose of this group of taxonomic axes is étemnine the general functional type of the
repository. The requirements of a national libnaxgy be quite different from those of an institutibn
or subject-based repository, a scientific data sgpry, or a national archive.

Q1.1 Source of Mandate

Repositories receive their mandates from variouscgs. National libraries and archives generally
receive theirs from the government or the relevaintistry. Many repositories are part of a parent
institution and receive a mandate from that instituas well as sharing the overall mandate of the
parent body. Many repositories, especially subljected repositories or smaller collections defirdgr th
own mandate.

What is the source of the For example: government, parent organisation,defified
repository's mandate?

Q1.2 Commercial Status

The functioning of a repository is strongly consteal by its business status, and specifically wdreth
it is has a responsibility to further the finan@ihs of itself or its parent body.
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Is the Repository for profit or non-profit?

Q1.3 Legal acquisition rights

A vital planning area for any repository is con@ztrwith the acquisition of material. The issuesedi
vary radically depending on whether the reposittayg the legal right to acquire the relevant mdteria
or whether it needs to negotiate access with tlevast rights-holders. Typically, state and natlona
archives acquire at least some material by legaydated archival deposit, while national libraries
obtain material deposited under legal deposit @ther institutions usually have to make specific
arrangements for voluntary or contractual acquisitf material.

Does the Repository receive a significant propartibits material from a
legally mandated source (e.g. archival deposiegall deposit).

Q1.4 Operational Maturity

The process of planning for trust varies substiyntdepending on whether one is planning a new
repository or re-engineering an already fully fuocél repository. For a new repository, one has the
relative freedom of designing the necessary pdicad processes to support trust from scratch.
However designing all the processes which suppfieicteve operation of the repository while
supporting the goal of trust is a substantial @mgle. With a mature repository one may hope to have
in place already an efficient functioning system,tlat the process of obtaining trusted status will
require only relatively minor organisational chasigéiowever even these may run up against
organisational inertia, and there is the additiatalger that one may uncover flaws in the repaositor
procedures which require substantial and expems@nisational restructuring.

Operational maturity is not always well-modelledaasingle parameter. It may be best to consider
individual services implemented by a given repaogitand rate the operational maturity for each of

these separately. As a general rule, the PLATTEHKitois intended for use by new and non-mature

repositories. Repositories which have been operaltior some time and which wish to move towards

trusted status will generally find that a risk-arsid based on the DRAMBORA toolkit is a better way

forward than the PLATTER toolkit.

What is the operational status of the repository
(not yet running, running but still under
development, mature)

3.2. SCALE OF REPOSITORY

In this group we consider the various factors whagether define the overall scale of the repogitor
whether expressed in human, technical, or finanerahs. The universality of the Ten Core Principles
indicates that both small and large repositoriaghia address many of the same design issuesdut th
solutions adopted are likely to be very scale-ddpah Repositories will generally find it easier to
compare their organisational and technical strectoithat of similarly sized repositories.

Q2.1 & Q2.2 Data Quantity

Two simple, perhaps somewhat crude, metrics ofgiegy size are the quantity of digital material
stored and the number of files or distinct obje€tse quantity of data has a significant effect loa t
technical requirements and may affect the choiceamhitecture for the IT infrastructure. The
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significance of the number of objects to be arathiey not be so obvious, but in practice can bg ver
important because the processes involved in magadata have an overhead which scales, or can
scale, with the number of objects, not the totaksiFor example, the amount of metadata will
typically scale with the number of objects, and thill have a knock-on effect on the specificatiofs
any search system to be employed. The storagetestire may also need to be modified if the
number of objects is very large, for example bypdithy an aggregate file structure format such as
ard. More generally, repositories may wish to try stimate their growth rate over the foreseeable
future, including error bars to indicate the unaietty in these estimates.

What is the amount of digital material you expecatchive per year (GB)?

How many distinct digital objects do you expecatohive per year ?

Q2.3 & Q2.4 Human Size

Another metric of repository size is the numbepebple involved in the repository either as staff o
as end-users. Neither of these figures is necgssasy to estimate. The staff size should be thesh
fulltime-person equivalents working solely on threpasitory. This excludes any staff employed by
sub-contractors such as data-centres. This is shatearbitrary as it makes it difficult to compare
repositories which use large-scale outsourcing oseé which work with in-house solutions.
Nevertheless we recommend counting only in-housgl®mes because a) estimating the number of
people working in outsourced areas is difficult amdrepositories with and without substantial
outsourcing will be identified (see section 3.4saficiently different that they will in any caset be
directly comparable in many other areas.

Measuring the size of the user community is al$ficdlt, especially for new repositories. However
given the primacy of the principle that the repmsitmaintains its material for the benefit of an
identified community, it follows that some form afarket research is an essential part of trusted
repository planning and this should lead to annestéé, however crude, of the size of the user
community. This will have a very significant effent decisions relating to the technical architestur

How many fulltime-equivalent staff does the Repwgitexpect to employ? ‘

over the course of a calendar year?

How many distinct endusers are expected to accatarial in the Repository

3.3. OPERATION

This group of axes is primarily concerned with hmaterial enters into the repository, the kind of
material stored, and the extent to which that nelteray be accessed by endusers. These parameters
vary extremely widely amongst repositories, nothisre anya priori reason to suppose that they are
correlated with each other. They are therefore ggduogether here under “Operation” only because
they are conceptually related.

Q3.1 Acquisition Method

This question is concerned with how material entats the Repository. Classically, material can
arrive from external sources in two ways — either tepository goes out and collects material, or

! http://lwww.archive.org/web/researcher/ArcFileFotplap
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material is delivered to the repository. These faons of acquisition can be designated “pull” (or
“harvested”) and “push”. A third way in which a omitory may obtain digital material is by
generating it in-house by digitisation. It will bdear that the acquisition method has profound
consequences for the entire ingest workflow ofrdpository and all the essential associated funstio
such as data validation, generation of metadathgaality assurance.

Which of the three acquisition strategies (pushl, palf-creation) account for a
significant portion of the total material in thegsitory?

Q3.2 Data Complexity

Digital material comes in many forms. The challengd long term preservation are clearly much
greater for some types of material than othersr&terising data complexity is not easy and can be
counterintuitive. For example, most video formats well-described by self-contained specifications
which are designed to be simple enough to allowitieo to be played back in realtime. By contrast,
some text-document formats (such as Word) are cmmtdormats which can contain complex
information such as spreadsheets or embedded datalkherefore it is not enough for a repository to
define the formats it will accept. It must also knerhat level of complexity of content it can expect
or will allow, in its archive.

For simplicity, we have identified three degreesahplexity:
e Simple data: e.g. simple text formats, images,wide
e Moderately complex data: e.g. composite materith wiultiple linkage

e Highly complex data: e.g. software, text with emdbed spreadsheets

Is the majority of the material in the Repositoimgle, moderately complex, or
highly complex?

Q3.3 Data specialisation

Data specialisation relates to the degree of eXpentvledge required to make use of and interpret th
material in the repository. Evaluation of the lexadl data specialisation is essential to making
successful decisions about preservation actionsci8isation is distinct from complexity — for
example personal photographs and medical imageshanay the same degree of data complexity if
the software and hardware required to access thentha same. However the specialisation of the
medical images is much higher because it requiigisiyhspecialised knowledge to determine, for
example, what metadata needs to be recorded wgfitem image and which properties of a given
image are significant in the sense that they megirbserved under any preservation action.

How specialised is the data in the Repository
(low, medium or high)

Q3.4 Data Sensitivity

Data sensitivity refers to the degree of signiftmmf ethical and legal considerations regardirgg th
acquisition, storage and dissemination of the rradter the repository. Examples of material witlgini
sensitivity would be material of high commerciallue or medical data containing personal
information about the research subjects. The atitiziestion relates to theost sensitivenaterial in
the repository since it is this which will determithe level of security which the repository wided

to implement.
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How sensitive is the most sensitive material inRiepository
(low, medium, high)

Q3.5 Access Rights

Access to material in a repository can be openadlgr open under restriction (for example to
researchers only) or closed. Many repositories naaterial in more than one of these classes.

In which of the three access classes (open, restriclosed) does the Repository
have significant holdings?

3.4. TECHNICAL SOLUTIONS AND IMPLEMENTATION CHOICES

This group of axes deals with the choices madbérirhplementation of the repository system.

Q4.1 Source of Metadata

The provision of adequate bibliographic and desiegpmetadata is basic to repository functioning.
Such metadata can come from various sources:

e Provided separately by the depositor (includingeiample, http headers on a web page)
e Extracted "by hand" from the supplied data
e Extracted automatically from the supplied data

e Obtained from a third-party depositor

'What are the main sources of bibliographic and
descriptive metadata in the repository?

Q4.2 Interoperability Standards

A crucial development in repository technologyhie tlevelopment of interoperability standards. These
allow repositories to pool their resources at &nézal level to share services, material, and nattad
Examples of the possible applications of interopititg are format identification and validation
services, services for discovery (search) and accesd automatic replication services for
preservation. Very few interoperability standardsdrnbecome widely accepted but it is likely that th
near future will see the emergence of a cleareugc

‘What interoperability standards are implementeithéRepository?

Q4.3 Storage Strategy

This question is concerned not with the detailstofage architecture but with the basic strateggus
essentially whether the repository takes respditgilior running its own storage or uses an externa
storage provider. A third option is in-house sterdat under an external maintenance and support
contract.

What strategy is used for storage? (in-house,
external, in-house under external support)

IST-2006-034762 PUBLIC 14/54



Repository Planning DPE

&

Q4.4 Software Strategy

By software strategy we refer to the mode in wtiled repository obtains and manages the software
used by the repaository. This is not a question pé®Source versus proprietary software, but raiher
the strategy used by the repository to ensure ithasoftware is adequately supported. The most
common strategies are

i) support by the software supplier
i) support by a third party
iif) self-support (i.e. in-house) and

iv) support by a user and developer community

What strategy is used for software management?
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4. THE PLATTER PLANNING CYCLE

The PLATTER planning cycle describes a semi-foragali set of steps intended to facilitate the
processes of definition and expression of orgaioisak objectives, and implementation and evaluation
of the measures intended to meet them.

The process is a cyclical one, and individual sesticonform in many respects to parts of the
DRAMBORA risk-analysis process. The following seat seek to describe in some more detail each
stage of the PLATTER cycle, outlining their imptipiarts and how they interrelate.

Strategic Planning

v

Goal Exprassion

v

Action Planning

!

Realisation

Reformulation Review

.

lllustration 1: The PLATTER Planning
Cycle

4.1. STRATEGIC PLANNING

Strategic planning is an invaluable means for nadinig a sufficiently broad and forward-facing
organisational perspective, even when individuadsfacusing on much more immediate and specific
aspects of business activity. Good strategic ptannwill provide leverage or justification for
subsequent business decisions, a platform uponhwisicconstruct more detailed plans, a formal
expression of purpose, legitimising the organisesidousiness objectives and greatly assist in the
process of evaluation, maturity modelling and thespit of improvement. Strategic planning is refate
to, but distinct from operational planning, which likely to consist of many shorter term, more
explicit and more measurable objectives, in cohirdth the widespread and more generally expressed
strategic plan. It is similarly distinct from stegic management, and decision making, although
implicitly tremendously influential with respect that activity. Despite a focus of up to aroundrfou
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years, and being subject to ongoing revision, eiatplanning should nevertheless be an up front
activity that steers and influences all other agpetorganisational development. Traditionallye ar
more of three fundamental questions are posed glutiie process of strategic planning; an
organisation's responses will influence to a carsidle extent all subsequent decision-making:

1. What do we do?
2. Who do we do it for?
3. How can we excel?

Responses to these three questions organisatidhsemdgapsulate the repository's mandate (or
reference a non-self imposed, e.g., legislativedats), detail the identities and broad expectatains
primary stakeholders and describe in general, &ngible terms, the circumstances and performance
levels that will represent success.

A situation->target->path approach is commonly dddpo complete the strategic planning activities.
Evaluation of the current situation, followed by expression of goals and objectives, and finalgy th
determination of possible means of their achieveérpeovides a robust and evolutionary means for
developmental, preproduction and production phasgegic planning. Variations on this approach
exist, and these can be usefully combined, galirapislans. A popular alternative approach requires
organisations to consider an ideal organisatiaradd$cape, contrast it with contemporary busineds an
environmental realities, and finally, through aqass of comparative gap analysis, define objectives
and plan for resource deployment that will imprakie organisation, equipping it to deal with both
internally and externally arising pressures.

4.2. DEFINITION OF GOAL OR PRINCIPLE — OPERATIONAL PLANN ING

For any repository, indeed any formal organisatite, first expression of purpose is as a broadly
stated definition of fundamental goals or objectivEhese objectives, structured according to relate
business areas are implicitly flavoured by thetsgia planning undertaken by the organisation. The
most usefully expressed objectives are those thafoon to the SMART requirements; they must be
specific, measurable, assignable, realistic and-tieshated. Only SMART objectives can form the basis
for subsequent evaluation. Similarly, the exprasssdb SMART objectives will greatly facilitate
planning and implementation of methods for theimptetion. Whereas strategic planning should be
used as a vehicle to express the organisationlespiphy and fundamental purpose, objective, or
operational planning is the expression of the actachievements that will represent the
consequence of the achievement of these more digreetaressed goals.

Defined objectives must take into account the etgtiens and requirements of each major
stakeholder. From the perspective of digital refposs, this may include management, funders,
information creators, owners and depositors, artusers interested in accessing preserved content.
Each must be related, either explicitly or implicivith more fundamental strategic objectives, most
immediately with the organisation's mission statetmin more commercially oriented environments
objectives are likely to encompass aspirations giawth, profit, infrastructural development and
markets. Preservation repositories may be subjectlternative motivators, but these must be
explicitly defined. The quantification of presefiaat goals is challenging, but when roles and atigisi
become sufficiently granularised, this is increghinealisable.

The SMART criteria for objectives are mutually caatiple, and to some extent consequential of each
other. Measurable objectives demand specificitytantporal parameters; for objectives to be deemed
realistic or otherwise, the responsibility for themust be assigned, and the quantitative demands for
completion well understood. As well as the chamsties of individual objectives, one must also
consider the relationships between multiple objesti Inevitably, most organisations will be capable
of distinguishing a number of objectives. In tuinjs likely that a hierarchical representation is
feasible, whereby objectives are prioritised. Santyf objective congruence can be determined to
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evaluate to what extent objectives are compatiBleals may also be defined as short, medium, or
long term, although this will be implicit as a natliconsequence of defining time-bounded objectives

The definition of objectives is most usefully undéen within a structured approach. Objectives will
be associated with multiple organisational aspedts;h may be determined or distinguished in either
a horizontal, or vertical fashion. A horizontal apgch structures according to distinct organisation
characteristics, such as staffing, funding, teabgyl legal personality, data, stakeholders andcpoli
In contrast, a vertical approach is focused muchenom procedural or functional realities; within a
repository this may be management, acquisitiorhieat storage, preservation planning, preservation
action, and dissemination, essentially the kindsirifs described in the OAIS standard's functional
model. In practice, a combination of both approachls favoured in the DRAMBORA audit process,
is probably optimal.

Following the structured approach, a broad seleabifoindividuals should be engaged in the process
of objective definition (and assignment). Managemetechnical specialists, and stakeholder
representatives should each contribute to the sssoos. Management techniques such as mind
mapping might usefully visualise the objectiveg] ameir implicit, and wherever feasible, quantitati
meaning. To ensure their measurability (a vitakgueaisite for subsequent phases of the PLATTER
process), defined objectives must have an assdaigti, a means of determining their achievement.
From a repository perspective the units will vargrkedly depending on the context of the objective.
Goals that relate to budgetary sustainability mag available currency as an indicative unit; those
relating to access provisions may rely on numbérnsage impressions on the repository's web site;
objectives related to object acquisition may beregged in terms of number of ingested objects.
Specific preservation challenges are more diffitaltexpress in such finely expressed guantitative
terms, although considering preservation in termssignificant properties, and procedural and
organisational demands, one can more meaningfafipel success. An example may be the migration
of image materials. Objectives of the process npegify minimal thresholds for colour reproduction,
resolution, or platform support, detail requirensefatr process scalability or time per item, or plac
ceiling on financial or other resource costs. Bbihary and more metered measures may be
implemented, and both are legitimate, although nilarstrative assessment is possible when using a
more granularised means of success determinatidmer&Vmultiple achievement indicators are
defined, they must be prioritised, in order to litatie subsequent planning.

If not implicit, temporal parameters must be applie each objectiv€we requirea of b by c') and
individuals or role holders assigned responsibiligr all subsequent stages of planning,
implementation and evaluation.

4.3. UNDERTAKE PLANNING

The planning stage is bridge-building; betweendbtermination of what must be achieved, and the
tangible realisation of such achievements. Relatqukeriences in comparable environments can be
considered and where appropriate absorbed intplémming cycle. Planning can also be supported by
experimental evaluation, situational modelling, @iaion and hypotheses, although must at all times
remain structured according to fundamental stratggials. Any planned solutions must implicitly
support performance measurement.

Where possible, objectives should be grouped, iheroito facilitate the planning process; the
relationship between objectives and plans needadt1, although every objective must be accounted
for in the resulting plans. It perhaps needn'tdid, 9ut under no circumstances should orphanatpla
exist — there ought to be no practical effortshezitproposed or already underway, that do not
correspond to one or more existing organisatiobgatives.

Where planning results in incompatibilities or sses, higher prioritised objectives or achievement
indicators should be favoured. This may in someegasquire additional hierarchical evaluation to
determine the more desirable objective(s) and nieasu
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Action planning is only really feasible by adoptiagylobal perspective of organisational constraints
and influences. Many will have been formalisedha initial strategic planning stages, most notably
those focused on establishing current situationsareness, and perceptions of any emerging
contextual influences. Legislation, policy origimgt from parent organisations, stakeholder
expectations and resource availability will all trdsute to the success or otherwise of plannedaasti
and must be given adequate consideration.

4.4. DELIVER, REVIEW AND REFORMULATE IMPLEMENTATION

An iterative cycle, that may extend beyond the pilag and development of the repository into full
production phases, these three interrelated desviéire fundamental to the ongoing improvement and
developing maturity of the repository. An agile sgah to all three will benefit the organisatiordan
the pursuit of its objectives; no period of impleraion should become too prolonged prior to the
initial phases of review and reformulation.

Assuming the successful completion of initial actanning, the first implementation phase should
be straightforward. As soon as sufficient infrastowal maturity is reached, and as soon as
performance evaluation measures can be effectednitial period of review should follow. Exposing
processes, procedures and policies to targetedirsgribbased on defined measures should yield
immediate insights into shortcomings and opportesitfor improvement. Where temporal
requirements or constraints are evident, reviewskosild determine the extent to which targets are me
based on the results of appropriate calculations.

The period of reformulation that follows reviewakin to a more concentrated, and more informed
repeat of the initial planning stage. Evident stamtings are considered as additional constraints, a

solutions redesigned to more adequately operateinvthe increasingly well understood problem

space. Subsequent phases should see diminishiles sifare-engineering, until in the first instance

objectives are extended, and then latterly theeotirstrategic planning cycle is completed and aroth

devised.
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5. THE PLATTER STRATEGIC OBJECTIVE PLANS

In PLATTER, we associate a set of Strategic Objec®lans with the Ten Core Principles. These
SOPs are closely related to the Ten Core Pringiplésough the correspondence we have adopted is
not one-to-one. Repositories are free to choose thn set of SOPs although they will necessarily
cover largely the same areas as those we recomherd We note that the 4th Core Principle, that
concerned with implementing a policy frameworksigsumed into all the SOPs which, taken as a
whole, represent just such a framework.

Strategic Objective Plan Responsibilities Corresponding Core
Principle(s)
Business Plan Financial planning, monitoring, aspbrting | 2
Staffing Plan Acquisition and maintenance of reféva 2

skillset for managing repository

Data Plan Specification of data and metadata ahject 5,6,7,8
formats, and structures for ingest, storage, and
dissemination, together with the relevant
transformations and mappings.

Acquisition Plan Management of the relationshiphwit 3,5
depositors and other data providers. Appraisal
policy.

Access Plan Management of relationship with endsuse 1,8

Access Policy.

Preservation Plan Ensure that access and usaffiliaterial in | 9
repository is not adversely affected by
technological change and obsolescence

Technical System Plan Specifies goals for hardvsaofyware and 10
networking

Succession Plan Manage obligation to ensure prasemnof 1
material beyond the lifetime of the repository

Disaster Plan Respond to rapid changes to theitepos 1,6
environment

We now turn to the individual Strategic Objectivear’d and the process by which the Ten Core
Principles are concretised into a set of SMART dijes. The discussion of each SOP consists of a
general introduction to the area covered by the, 3@Bwed by a series of Goals which the SOP is
required to address. These goals are intended tgeberic, which is to say that they represent a
strategic level of planning which should be comnmmlmost all repositories. For each goal we then
list a number of specific examples, that is to saglisations of the generic goals which may be
appropriate for a particular repository. There tliellows a discussion in which we list the points
which the realisation of the generic goal shouldrass.
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It is central to the PLATTER philosophy that nonktbhe generic goals or issues raised in the
discussion of them are ignorable. That is not tp theat every point raised is relevant to every
repository, but rather that every repository shoségtk to address every point raised. Where a
repository chooses not to set any targets for angigsue, it should explicitly justify that decisidn
some cases this will simply be because the speatdiare of a given repository renders a particular
issue irrelevant. In other cases, however, it n@yhlat the cost or complexity of addressing thedss
outweighs the benefits to be gained or the ressuasilable. It is important that these two quite
distinct cases are recognised and that the situfiothe repository in hand is correctly identifjeso
that the decision to ignore a particular issue loarintelligently reviewed as part of the PLATTER
planning cycle.

5.1. BUSINESS PLAN

Economic constraints have been identified as antbagrimary threats to long term preservation of
cultural assets — digital or otherwise. The issuaat just the possibility of ultimate closure of a
repository due to financial stringency, but alse tngoing threat that insufficient or inefficiently

deployed funding results in a failure to secureemal against threats to its usability. For these
reasons, a digital repository must implement sdaurginess practices.

It is difficult to discuss financial planning for generic repository because the status and funding
arrangements for repositories vary enormouslys lirirealistic to require that a repository's staisis
trusted should be dependent on its being able nwodstrate guaranteed long-term funding, because
few, if any, repositories can realistically be aeértof the stability of their funding streams foora
than a few years. Instead the focus of the Busidgs SOP is on sound financial planning and
monitoring and the provision of contingency plaas dealing with financial stringencies. (The issue
of what actions to take in the event of completesaie of the repository due to loss of funding or
insolvency belong more properly in the Successian.p

Goal 1.1: Monitor and review business plan on autagbasis

Examples:

e Financial statement and budget to be produced tgy dbmmyy each year and reviewed and
approved by repository steering committee

Discussion:

In order for the business plan to remain curreagular review is needed. As sources of income danno
normally be guaranteed for more than a few yeam)itoring is needed to identify such shortages
before they develop into a budget deficiency.

Goal 1.2: Maintain financial support at a level table for routine functioning of repository
Examples:

e Obtain funding at 100% of estimated budget necgdsamadequate operation
Discussion:

There are inherent costs in running a digital répos which cannot be avoided. Budget shortages
will lead to commitments being broken which is aeéntal to the trustworthiness of the repository.
As such, the repository must achieve an incomdcserfit for routine functioning. If not possible,
commitments will have to be adjusted (rather thaokén), to what can be achieved with the available
budget.
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Goal 1.3: Ensure contingency plans for financiallacks or emergencies are adequate to
protect vital data

Examples:

e Have an agreement with another repository abousihgwital data in case of a foreseeable
financial problem

e Prioritise services to be retained in the casenainicial stringency
Discussion:

This is one of the most sensitive areas for reposiplanners. Many are understandably reluctant to
develop contingency plans for severe financial acikb in case these are treated by their funding
agencies as an admission that the current levélirafing is unnecessarily generous. Nevertheless,
trust requires that every repository must have ptarprotect the most vital data in the eventuatity
substantial funding loss. This protection mightetakany forms, and will be detailed in the Successio
Plan and the Disaster Plan.

Goal 1.4: Define and maintain marketing and outfe@tans suitable for the repository's
needs

Examples:
e Create an outreach plan by date ddmmyy and revievwery two years
Discussion:

Outreach and marketing address several key araapasitory viability - specifically communication
with depositors, users, funders and external cofktors. Targeting of the repository's outreach
activities will depend on the relative priority gives to these areas, which will depend on the
perceived adequacy of the repository's currentilprdfor example, a repository with a well-defined
and satisfactory source of new material, or onelwvhelies on harvesting of publicly available s@src
(e.g. a webarchive), may not need to seek new depgsOn the other hand an institutional repogitor
which relies on researchers to voluntarily uploadtarial will require an effective strategy for
communicating to the researchers the benefits thiflyreceive from taking the time to deposit
material. Repositories must also be aware of thergystic effects between different areas of outrea
For example, an increased user base and stromgatitmal contacts may be used as arguments to
obtain extra resources from funding agencies.

5.2. ACQUISITION PLAN

There are three primary components to an Acquisiitan: specification of the desired material,
negotiation of the relevant agreements to obta@ rifaterial, and development of procedures for
acquiring the material.
Goal 2.1: Acquire relevant material
Examples:

e Archive 90% of national internet

e Archive 75% of all articles published in house

e Ingest at least 10000 new images per year
Discussion:

The purpose of this goal is to specify quantitatisegets for the material to be acquired by the
repository. Specification of the desired materidl generally refer back directly to the repository
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mandate which specifies the type of repository ived — for example an archive, eprint collection,
webarchive etc. Further specifying the exact eXxtenpe of the material to be collected may require
extensive analysis — for example, a market analgsidetermine what is available, a stakeholder
analysis to determine the wishes of depositorsemttusers, and a cost-benefit analysis to determine
economic constraints. In other cases, specificaifamaterial to be collected may be simple or #iivi
— for example all papers published by the parestitition. But even here, setting a numerical
performance target may require careful analysss itot project to obtain realistic numbers.

Goal 2.2: Negotiate deposit agreements

Examples:

e Negotiate deposit agreement with company X guaesmgjeaccess to all their eprints for at
least five years

e Negotiate upload arrangements for digital archinaterial
Discussion:

Obtaining access to material depends on the le¢galssof the relationship between the repositod/ an
the depositor. In some cases, such as nationakilisr and archives, the deposit of material may be
legally mandated. In other cases material will beamed by free negotiation with the provider. Ther
are also cases where the material is generatedhébyepository institution itself, for example by
digitisation of its existing analogue holdings.

Where negotiation of a deposit agreement is nepgssastor and TRAC checklists provide
considerable inspiration regarding the points wisicbh agreements should cover:

e Scope of material

e Delivery form (e.g. ftp download)
e File formats

e Accompanying metadata

e Right to take preservation action on delivered mat€e.g. migration, creation of multiple
copies)

e Usage/distribution rights

e Obligations on depositor to notify repository ofyarhanges to file formats, delivery form etc.
e Transfer of legal rights, if any

e Appropriate duration of agreement

It should be noted that even in the case of mataciguired by legal or archival deposit, some @f th

above points may still require to be negotiatectlarified by seeking legal advice. For example, a
repository may need to determine whether the relelegal deposit law allows the taking of copies
and/or migration for preservation purposes. Tedingsues associated with the transfer will almost
always require negotiation. Even in the case wheematerial is generated within the repository the
issue of legal rights still needs to be addresséor -example does the repository have the right to
digitise holdings for preservation purposes and twiestrictions are there on distribution of the
digitised material.

As a general rule, the issues to be dealt withhi acquisition of descriptive and bibliographic
metadata from external sources are identical teetfior primary materiélAs an example, a television

This is trivially true since “one person's metadatanother person's data”.
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archive obtained descriptive and technical metadatat broadcast programs from a market-research
specialist whose main business was selling viewgerds and demographics to potential advertisers.
The major items to be negotiated between the mitguavider and the repository included all the
elements discussed above.

Goal 2.3: Obtain Physical Control of Materials

Examples:
e Purchase and install harvesting software

e Develop workflow for monthly ftp download of new teaal
Discussion:

This goal refers only to the process needed toeplhe actual data material under the control of the
repository. The remaining tasks involved in ingastf the material into the repository are covered
the Data Plan.

Goal 2.4: Monitor acquisition

Examples:
e Requested material to be physically downloadaloienfcompany X's website.

e TV broadcasts to be recorded with at least 95% towerage
Discussion:

It is essential that a repository have in place anitoring system to determine that the required
material is actually being made available by thedpcer or depositors. The details of this systet wi
vary widely depending on the repository type. Astitaitional research repository, for example, might
employ procedures to compare published works imjgls and other sources with the list of deposited
materials, while an internet archive could useigttaal analysis of its harvested material to eatan
its percentage coverage. A national archive miglitdats depositors to ensure compliance with their
legal archive deposit obligations.

Goal 2.5: Maintain Relevance of Deposit Agreements

Examples:
e Annual review of deposit agreements

Discussion:

Deposit agreements must continue to be relevarthéooverriding goals of the repository. The
repository should institute procedures to monitar televance of any deposit agreement, taking into
account the same issues considered in the inidaéldpment of the agreement. These procedures
should also be concerned with the possible neetketmtiate further deposit agreements with new
providers.

5.3. STAFFING PLAN

The relatively rapid growth of the repository sedtas resulted in a difficulty in hiring appropast
gualified staff. The problem is not simply thattably qualified people are unavailable but that the
rapid development of repository infrastructures haeated uncertainty as to exactly what
gualifications and experience are necessary owagteto repository work. There are not yet any
gualifications which are specifically related tpository work so that repository staff tend to lbaveh
from many different backgrounds — archivists, lifaas, it-specialists, administrators etc. A ralate
problem is that the relative novelty of repositevgrk results in a lack of clear career-development
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paths, which hinders the retention of experiencedf.slt is vital that repository organizations
participate in efforts to institutionalise reposjtowork by creating nationally and internationally
accepted accreditations and career structures. vwat the present time, when such standards do
not yet exist, individual repositories must themssltake responsibility for defining roles and eare
paths which will enable them to hire and retaienétd and competent staff.
Goal 3.1: Delineate roles, responsibilities andtarizations of repository staff
Examples:

e Produce detailed breakdown of staff roles (by daiamyy)

e Review staffing roles biennially
Discussion:

Running a repository is a very cross disciplinangeavour. Delineating responsibilities will ideally
allow staff with vastly different training to conueate on their field of expertise, and thus insesthe
quality of the work.

Having clearly defined responsibilities also makasa simpler organizational structure. Having just
one role, that handles server maintenance for ebeampans everybody knows who to talk to about
that.

Lastly, having defined responsibilities and buddetgo with these responsibilities will lead to mor
empowered staff, which in turn can help to buildasitory career paths. In addition, the reposisory'
overall leaders will be able to focus more on tlemegal strategy of the repository, rather than
approving expenses for minor tasks.
Goal 3.2: Acquire and maintain adequate staffinduifill specified roles
Examples:

e Repository should hire and retain a Manager andiAdtnator by date ddmmyy
Discussion:

Once the repository has defined the roles and redipibties of its organization, it must ensurettha
these roles are filled with qualified personnelck®f staffing will, over time, lead to commitments
being broken, which will in turn adversely affelettrustworthiness of the repository.

In many cases, acquiring staff will also includegoigating the use of currently employed human
resources within the parent organisation.

Goal 3.3: Maintain staff skills

Examples:

e All staff to participate in an annual personal depenent review to determine and review
individual training goals

e Funding should prioritise sending all staff to @dt one relevant international workshop or
conference per year

Discussion:

Maintaining an up-to-date staff skill set is paramio The rapid growth of the repository sector thas
effect of quickly making staff skills redundant. dénder for the staff to best fulfil their functigrihe
repository should host or pay for further training.
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Best practices for repositories and standard waiamdling threats, along with ways of dissemingtin
the data for the users, are still being developedrder for the repository to stay current withawvh
other repositories are doing, participation in vebréps, user groups and conferences should be
prioritized.

Repositories should be wary of too much compartalzation. Having indispensable experts will
place the repository at risk, if these people lghaeerepository. The sharing of knowledge amonfj sta
should be encouraged to lessen this impact.

5.4. ACCESS PLAN

Dissemination of the contents of the repositorgrie of the most important and most visible outcomes
for the vast majority of repositories. We may cdesidissemination and access, beside archival
function, to be one of the main goals for whichastories are actually established (universities, e
prints archives etc.) in general and that this adenwith some public access, will be the caséobf
the majority of the audience of this document.

Of course there are some repositories called “@ackives”, which do not offer any access and a
primary function only to store data safely. Suclpositories need not consider all issues about
dissemination and access in depth. However, évesetrepositories have a designated community. In
the case of ‘dark archives’, the “designated comtyuinof end users may, for example, be
hypothetical generations of future historians. Esenit is still essential for the repository plannto
consider at least the minimum needs of such fulges such as the descriptive metadata which will
allow them to navigate the archived material andenstand its context.

The primary questions we need to ask when thinklgut dissemination are; to whom do we want or
need to offer data from our repository, what ae ¢bnditions and restrictions under which we will
allow access and what technical background, equipieed pre-arrangement do we need to have and
undertake.

Goal 4.1: Create, Maintain and Review a Mission@&tent which reflects the Repository's
Mandate

As the primary function of any repository must bepteserve material for future use, we believe that
discussion of the repository Mission Statement gtsoperly belongs under discussion of its
dissemination planning.

Examples:
e Have mission statement approved by repositoryisggepmmittee by date ddmmyy
e Review compliance of repository to its missionestagnt every two years
e Review relevance of mission statement every fiarye

Discussion:

The mission statement of a repository will gengrdde closely derived from its mandate. The
distinction between the two is that, in most cagesmandate will be generated externally by th#ybo
responsible for creating the repository — for exenggovernment ministry or a parent organisation.
The mission statement is defined by the repositsglf, and reflects its commitment to preserving a
body of data, material or knowledge for the benefit particular “Designated Community” of end
users.

A repositories mission statement is very impori@niit helps to fulfil their mandate and clarifi¢s i
relationships to external agencies. A mission staté should be a “living” document and be
committed to formal, periodic review and assessrteahsure continued development.

IST-2006-034762 PUBLIC 26 /54



Repository Planning DPE

Some areas to be considered in a Mission Statement:
e It should define general goals of the repository

e [t should reflect a commitment to the long-termergion of, management of, and access to
digital information on behalf of a designhated conmity

e The mission statement should refer to the repgsitagoal of establishing Trust with its
stakeholders through a process of audit and aetifin.

Goal 4.2: Develop and maintain a definition and ersfanding of your Designated
Community/ies
Examples:

e Define designated community of end users by datenagy

e Review the needs of the designated community esergnd year

e Set up a contact group with the designated commtmitneet every six months
Discussion

The definition of the designated community shoudddvailable on the repository website and the
community should be very well aware of availabldivéey and access options. It is essential to
monitor and reflect all changes inside the comnyuoiter the time. To avoid failure to meet their
needs.

Some of the issues to be addressed in developfimitibes of a Designated Community are:
e Who is the target community?
e How large is the community and how is it expectedrow?
e How diverse is the community (age, professionsediht backgrounds etc.)?
e What is the knowledge base of the community?
e What level of service do they expect?

It is important to have procedures in place for itmying or receiving notifications about changes in
the needs of the Designated Communities. The AcBdésis should specify goals for monitoring
changes through, for example, surveys, formal vesjevorkshops, individual interactions etc.

Goal 4.3: Create and Implement A Repository AcBedisy
Examples:
e All material to be freely available (Open Access)
e All material available to registered users
e Material available to all users on-site but onlyotma fideresearchers off site
e Review compliance of repository with Access Pokwery year
e Review Access Policy every second year

e Develop, by date ddmmyy, procedure for dealing vgitiygestions or complaints regarding
Access Policy
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Discussion:

Access policies can vary enormously. Most repasisoare interested in disseminating their holdings
as widely as possible. The subtlety lies in detemmg the limits of the possible. Some sources of
restriction are

e Copyright law

e Law on dissemination of personal or commerciallgsiive data
e National security

e Libel, obscenity, hate-speech and blasphemy laws

e Specific contractual restrictions imposed in dejpagieements

Moreover some of these restrictions may affected#iit classes of users in different degrees. For
example some material can be made available t@mdsers but not to the general public. Access
policies should also determine the level of accaeswed to repository and support staff. In
determining an access policy it is essential talie to specify the metadata necessary to suppert t
policy — for example the metadata schema may respdcify that certain material can only legally be
distributed to adults.

Access policies will also specify how the repositdeals with issues of authorization, authenticatio
and access-logging. The implementation of an accesfrol system which implements the access
policy is a matter for the Technical Plan. Howetrexr Access Plan should also set goals for reviewing
the implementation for compliance with the accesag

Goal 4.4: Specify and fulfill technical requiremeibr dissemination and access
Examples:

e Establish and implement minimum metadata requirésnago enable the Designhated
Community to discover and identify material of mgst (by date ddmmyy)

e Implement search tool capable of finding and retnig@ documents by title or author (by date
ddmmyy)

e All material to be available for access within #higays of acquisition
Discussion:

Whereas Goal 4.3 was concerned wehtrictionson access to material, we are here concerned with
specifying goals irenablingaccess. Of critical importance here is the desedpand bibliographic
metadata to allow the users to find and obtainrdgyeiested material. The repository should specify
goals in search and discovery as well as for edairdistribution of the actual digital objectskitay

into account the expected request-load on its syste(The technical form of the material
disseminated, or the ‘Dissemination Information k2@e’, is the responsibility of the Data Plan.)
Other areas to be considered are logging of aaesshe use of DRM (Data Rights Management) in
distributed material.

5.5. TECHNICAL PLAN

When preserving digital data, the IT infrastructiseof course of prime importance. The issues
threatening preservation are manifold. The techilzan is meant to deal with the threats to thedat
and the systems on which they reside, as well@sybtems that provide services for endusers. Even
though protecting against all classes of problesngniachievable, it is better that the technicah pla
mentions as many as possible, rather than igndhiegnes where the repository does not have a well
thought out strategy. It is common to approachrzh requirements and goals by focussing on the
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distinct areas of software, hardware, and netwgrkiaquirements. However for the purpose of

objective-management it is better to consider magorstraints on repository operation across these
categories. In PLATTER, we identify the three maoeas to be taken into account in setting goals fo

the technical infrastructure as scale, security, srvices.

Goal 5.1: IT Infrastructure must be capable of capwith the scale of data storage,
processing and transport appropriate for the reparsi

Examples:

e Repository must have external network connectidh minimum speed xMbps

e Internal network speeds must be at Gigabit speed

e Repository must have sufficient processor powdranscode xGb of video data to mpeg file

format per day

e Repository must use scalable server-farm solutoexternal services

e Ability of systems to cope with scale of repositoperation to be reviewed annually
Discussion:

Overall, the IT infrastructure must be able to neimthe level of service detailed by its commitihsen
taking into account both changes to the repositsgjf and changes in the external environmenth suc
as increased web traffic or new security threakse &xact layout of the IT infrastructure is heavily
dependent on the commitments, but for all repassahese points must be addressed:

Has hardware, software and networking systems gpjate to the load it receives

The repository must establish an IT infrastructiieg is suited to the requests and load it will
receive. Redundancy, in terms of other systemsrghéne load, should be used to improve
uptime.

Functions on well-supported operating systems d@hdracore infrastructural software

The issue here is not one of Open Source vs. ClSsatce software. Rather what is essential
is adequate support, which can come in the form fafrmal support agreement, contact with
user and developer groups, or in-house developraedt maintenance. Monitoring the
adequacy of the level of support is essential.

Using the same systems as other repositories, artitipating in user groups, as well as
ensuring a high level of staff training, can gngaticrease the ease and decrease the cost of
support.

Identifying which software or hardware systemsrasdonger adequately supported, and must
be migrated.

The repository must have procedures for monitodbgolescence of hardware and software,
including withdrawal of adequate support.

Maintaining a record of all changes to its IT in§taucture

Keeping a record of all changes to the IT infradtite can go a long way to establish

trustworthiness. Inadequate documentation coupléti high staff turnover represents a

serious threat to security and data integrity. Doentation of all changes to the systems will
also allow for quicker changes in staffing, as remployees can refer to the log, rather than
the memory of other staff.
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Goal 5.2: IT infrastructure must be able to guamethe integrity and security of the stored

data

Examples:

Data are stored on a RAID system, to ease recovery
Weekly tape backups of all data are stored offsite

Checksums of all data are generated every 3 moatitscompared with previous values, to
detect changes

Communication with the servers goes through aictise firewall, and the physical access to
the servers are restricted to select personnel

Repository to undertake security audit every X gear

Discussion:

Security and integrity, in all their aspects, assemtial to the proper functioning of a digital
repository. Data must not be altered without auflation and data fixity must be demonstrable. The
repository must document the threats against wihickes to protect, and the measures taken tamdo s

There are four main aspects to consider:

Protect the digital data from being read by unauihed users

Many repositories preserve data that is either ceraially, political or personally sensitive.
The repercussions can sometimes be major, if unapgrusers got access to the data. This
includes staff taking the data home, without au#adion, where it can be accessed or stolen
outside the safeguards of the repository. The tpresf access policy is discussed under the
access plan. The technical implementation must dgalde of supporting the repository's
access policies.

Protect the digital data from being altered by utiearized users

For the digital data to remain trustworthy everamipe must be documented. If users have the
ability to alter data, especially without leavingezord trail, the data can no longer be relied
upon. ldentifying which data has been altered, et@vhere it is not possible to undo the
alteration, goes a long way to establish trustwoets for the repository.

Prevent the digital data from being destroyed bgnés outside the repository's control

Environmental disasters can easily destroy IT systaot built to withstand them. Likewise
political instability, war and the ensuing lootiogn deprive a repository of its systems, and
worse, its staff. Even something as simple as ekbla can damage sensitive systems. These
threats are addressed in the Disaster Plan.

Prevent the digital data from being destroyed bgnés within the repository's control

Unsecured IT systems can easily be compromisedlaméged by virus and trojan programs.
Especially ransom-ware, software that encrypt yaata and tries to ransom it back to you,
could prove problematic.

Disgruntled staff might also introduce these ttseat perform the same actions. Safeguards
should take this into account, for example by enguthat no member of staff has access to
both the online data and all backup copies.
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Goal 5.3: The IT infrastructure must be able to gudee that certain services remain
available to the users

Examples:
e Review usage statistics for all services every athm®
e Service uptime for search and retrieval of 99%ragyed quarterly
e Store information about users and logs in a sepaeture system, not in the system providing
the service
e Have services distributed between multiple virtoachines, to dynamically scale up and
down the resources available, and ease the protesstoring a failed service
e Have another facility with backups of the datat ttam, in case of a local disaster, continue the
services
e Have agreement with Internet Service Provider abotions in case of loss of connectivity or
DDoS attacks
Discussion:

The services correspond to the commitments of épesitory, so failure parting this area reflects on
the trustworthiness of the repository.

The services made available to the users are, émyrasers, the only way they will interact with the
repository. If the systems are unavailable, or commsed, this will negatively affect their view thfe
whole repository.

To achieve this goal, these points should be censit

Identifying which services are no longer requirattacan be closed and which are in great
demand

As the repository grows and the user community ghancertain services might no longer be
required, and should not be maintained. This codtlide old search systems, arcane display
formats and the ability to request the data onatettimedia.

New ways to present the data to users might also éemand.
Prevent information about the users being madelalbis without proper authorization

The information about what data a given user hagssed or the personal information
entered, when the user signed up, will often beegsensitive. While the repository might
store such information, it must make sure thag nét made available to other users, through
security breaches in its services.

Prevent the services being disrupted by eventdertbie repository's control

Failure of single systems inside the repositoryuthmot affect the services from the users'
viewpoint. General redundancy, such as hot-swappafitems, should be employed.

Prevent the services being disrupted by randomtewariside the repository's control

Environmental effects should not disrupt the sa&awidrom the users' viewpoint. This point

covers such thing as power loss, or loss of intezoenectivity, as well as more serious effects
such as flooding or fire. The possible strategggsrest such threats include, but are not limited
to, having offsite facilities, that can continueetlservices, or having multiple internet

connections and an emergency power supply. Indalidepositories will need to assess the
costs and benefits of such backup services assaga@tst the risk of their occurrence.
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Denial of Service attacks, which might take thenfoof hacking attacks meant to destroy, can
negatively affect the uptime or trustworthinesshaf services. The repository must protect its syste
against such attacks.

5.6. DATAPLAN

The data plan describe the data and metadata ®umsat by the repository, the transformations used
during ingest and access, and the strategy us#telbgpository to monitor the suitability of thetsa
formats. In this section we use the common terrogypprovided by OAIS

SIP: Submission Information Package
AIP: Archival Information Package
DIP: Dissemination Information Package

to describe the stages of transformation which dathmetadata undergo as they are cycled through a
repository. The path of the data through the reépngias envisaged in this plan, can be descriied |
this:

1. Adata provider encodes his data in a package tof®R) acceptable to the repository
2. The repository receives these SIPs, and repackhgasfor storage (AIPS)

3. Arepository user requests the data, and the reppsepackages it in a format appropriate for
the user (DIP)

Data and metadata formats for each step must reedefis well as ways of converting between them.

Goal 6.1: Specify the digital object formats thpasitory will accept (SIP)
Examples:

e Internet archive repository downloads and storebp wages "as-is" with http headers as
additional source of metadata

e E-print archive accepts upload of pdf files wittcampanying metadata provided by a web
form

Discussion:

Specifying the format of the digital objects theasitory will accept is crucial for digital presation.
While it would be easy to build a very generic rgfary, that takes care of preserving digital bits,
such stored data risks quickly becoming uselesthaRahe repository needs to specify which dd¢a fi
formats are acceptable, and what required metddaththe file format thereof) should accompany
each digital object.

Concerning file formats, the devil is occasionailty the detail. Formats (potentially) containing
encryption, or embedded objects and files, as aslkommercially protected formats can sometimes
prove impossible to convert. The files can be stolait once technological progress renders them
outdated, the content will be lost, and so presemva&annot be guaranteed.

The repository should have some description fortarttnproviders about how to package data and
metadata or representation information in SIPse f@pository should have a policy regarding the

9 CCSDS 650.0-B-1: Reference Model for an Open Archival Information System (OAIS). Blue
Book. Issue 1. January 2002. 148 s. Available from:

http://public.ccsds.org/publications/archive/650%(pdf
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completeness and correctness of new SIPs and wtiah do take regarding invalid or incomplete
SIPs. In some cases (e.g. a webarchive) the apam®pvolicy may simply be "take everything"
whereas in other cases much stricter criteria nearelevant.

The repository can, and probably will, handle salvkinds of digital objects. There should be dedine
SIPs and verification methods for each kind.
Goal 6.1.1: Specify sources and formats for biblapdnic and descriptive metadata in the SIP
Examples:

e Author/title/keyword metadata extracted by hanarfreprints

e Broadcast archive obtains programme metadata fress@gency

e Medical imaging descriptive metadata entered bysjgign during upload
Discussion:

Bibliographic and descriptive metadata specifieatdn object is, what it contains, and the context
which it was created. This is the basic informatiequired to enable the object to be discoverayl (e.
by a search engine) and interpreted. The sourt@sometadata varies widely depending on the nature
of the individual repository so that it is diffituto generalise. For most repositories, the actual
metadata generated will be a compromise betweendhds and wishes of the end-user community
and the costs associated with obtaining the medadat ensuring its quality.
Goal 6.1.2: Specify technical metadata in the SIP
Examples:

e File size and checksum only to be stored

e Format information to be extracted by standardstool
Discussion:

Technical metadata describes the relation betweedigital object and the content source (if theada
was not born digitized) and the form of the digitddject itself, such as data formats and which
conversions have been made. A minimum requirenmerifpreservation is generally that checksums
are stored for all objects, but technical metadsta also be much richer. For example technical
metadata can include detailed format information.

Technical metadata and information about the fosroah be automatically extracted during the ingest
process by certain tools, including JHOVE and teevNealand Metadata Extractbr
Goal 6.2: Specify the data format and metadata@ainfor archiving digital objects (AIP)
Examples:

e Video files are stored as DVD-compliant mpeg

e Text files are stored as pdf/a
Discussion:
The repository must define the file format(s) amel hecessary metadata for archived digital objects.

Where the SIPs defined in the previous goal shatiite some balance between commonly used
formats, and formats useful for archiving, the Atsnot need to. Rather, it should be a speciboati

10 More tools on the Library of Congress' page: hitpvw.loc.gov/standards/premis/tools.html
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of the data and metadata that the repository ake tresponsibility for preserving. Decisions about
formats are also likely to be the result of a duestefit analysis, perhaps involving a choice betwee

"raw" format, lossless compression and lossy cosgioa. Other factors to be considered include the
additional risks associated with proprietary forsnat

It is difficult to make mathematical proofs aboohgersions, even simple ones, in computer science,
and the repository should not rely always being ablavoid any conversion methods. For that reason,
the repository should have a method for verifyilng ttompleteness and correctness for newly
generated AlPs, as with SIPs.
Goal 6.2.1: Specify the metadata in the AIP
Examples:

e Dublin Core XML to be stored along with source data
Discussion:

The metadata from the SIP should be conservedehlaiibrated, rather than being changed. A file
format, that strikes a balance between being hureadable and being machine parseable, such as
XML could be used to encode the metadata.

The AIPs should at least, in addition to the meaffam the SIPs include metadata about:
e Preservation measures and other actions takereatighal objects.
e Legal and administrative rights of the digital attje
e Aunique identifier

The AIP needs to encode which organizational bodsse responsibility for the digital object, and
which legal rights apply to the object. This infation should be contained in the deposit agreement
under which the digital object was obtained (seeAbquisition Plan).

Other metadata, like the structural relationshipwieen AlIPs will also be relevant for certain tyds
repositories, and should be included.

The unique identifier must, as a minimum, be uniguikin the repository. Repositories should also
consider using a service which provides globallyue identifiers.

Goal 6.3: Specify the data formats used for diseatimg digital objects (DIP)
Examples:

e Audio files are converted on demand from .wav tp3rformat
Discussion:

The repository must, in conjunction with its usedgfine useful digital object formats for
dissemination. Depending on the nature of the usech DIPs can vary tremendously. They could be
as simple as the metadata encoded in with OAI dsliBwore along with links to the raw data files
from the AIPs, to a web page detailing the metaddédag with the datafiles converted to modern
(lossy) formats, or even more extreme examples.

For each AIP scheme there must be a number of &HPnses. The same AIP can easily have more
than one DIP scheme attached, depending on thextdntis disseminated in. And some AlPs will
have no DIP schemes, which effectively means theatet are no ways of disseminating these digital
objects to users.

The DIP schemes could, and probably should, chavge time, as the capabilities of the users
change. This might enable, but should not requakaamge to the AlPs.
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Having a way to guarantee the completeness andatness of the DIPs before they are presented to
the users could be nice to have, but is much leagequirement than for AIPs and SIPs.

Goal 6.3.1: Specify the metadata in the DIP
Examples:

e The mp3 files (from the example in Goal 6.3) hawemetadata encoded in id3 tags
Discussion:

The metadata can, at times, be even more integetstithe users, than the data itself, so take apeci
care when presenting it. All the metadata from Altile which includes the metadata from the SIP,
should be available, so the real choice lies iactglg which portions will be relevant, and whicil w

be clutter. Many search engines will only be abldiitd a DIP based on the metadata in the DIP, as
they will not be able to read the data files, agduach the metadata can be very important for skesu
searching for data.

Goal 6.4: Specify the transformation from SIP t@ Al

Examples:

e The SIP is an audio CD. The conversion copiesrdiek$ as WAV files, looks up the CDDB
information, and stores it in a XML document, ahd tover is scanned and stored in TIFF
format

Discussion:

The repository must have clearly defined methodscfeating AlPs from SIPs. These processes will
collect the metadata from the SIP, and include rapyadata derived from the deposit agreement and
other relevant specifications, and encode it inrfetadata storage format chosen for the AIP. The
digital data in the SIP might have to be convettednother format more suitable for archiving, and
metadata about such changes should also be stotieel AIP.

The unique identifier of the AIP will have to bengeated and any other metadata not covered here
should also be encoded.

The AIP must be verified for correctness and comepless, and the repository must include checks to
ensure that each SIP is either used or disposideofecorded fashion.

Goal 6.5: Specify the transformation from AIP td”DI

Examples:

e WAV files from a ripped CD are converted to MP3rf@at. The metadata is encoded as ID3
tags in each file. The scanned cover file is caeeeto JPEG, and packaged with the MP3
files in a zip archive for the user to download

Discussion:
The repository should define the transformationhoés that are used to convert an AIP into a DIP.

One of the fundamental requirements of such a foamstion is that the DIPs should be authentic
copies of the (contents of the) original SIPs geots traceable to originals, irrespective of etingd
formats.

While this process is simple to explain, it miglet technically complex. It could potentially involve
file format conversion, and re-encoding of metadapassibly required in realtime upon a
dissemination request.
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Ideally the repository should be able to change piocess when new conversion technology arrives,
without having to change either the AIP or the Riffmat.

5.7. SUCCESSION PLAN

Repositories are organizations, and like all orgations, they will have a finite and probably short
lifetime. The quote from Deep Time, by Gregory Bedfhelps to illustrate this, and the challenges
repositories face:

“We foresee the future by reviewing the past, seplong-term trends. But this can tell us littleoaib
the deep future beyond a thousand years.

A bit over two centuries ago, what is now the Easténited States was in the late English colonial
period. At least in the European world, there wsoene resemblances to the current world---in fact,
some countries have survived this long. For thisoge extrapolation is useful in predicting at l¢as
the range and direction of what might happen.

Going back 1,000 years takes us to the middle efMiddle Ages in Europe. Virtually no political
institutions from this era survive, although thentouity of the Catholic Church suggests that
religious institutions may enjoy longer lifetimddost history beyond 1,000 years is hazy, especially
on a regional scale. Prior to the Norman invasionli066, English history is sketchy. Beyond 3000
years lie vast unknowns; nine thousand years escéedspan of present human histdfy”

Goal 7.1: The preservation tasks is ensured evgorigkthe existence of the digital repository
Examples:

e Repository establishes an agreement with anothstitution willing to act as successor if
necessary

e Repository involves itself actively in partnershipish other similar repositories
Discussion:

It is hopefully realized by now that the propogitiof retaining the usability of digital materials
beyond the lifetime of the repository housing thisnfrighteningly difficult. A digital collection is
with the current technology, never maintenance-ffe@mats need to be migrated, storage media
needs to be renewed, integrity need to be cheeketiso on. Failure to do so will result in the lofs
usability of the collection.

As such, the only feasible strategy known to th@ns remain to have other repositories take dwer t
collections from a dying repository. The very pwspoof the succession plan(s) is to detail
agreement(s) about who will inherit the digital aléft the repository ceases to function. Such plans
should ideally include:

e Details of the inheriting repository

e The license under which it will accept the material

e The commitments to which it will pledge itself, @amning the inherited collections
e The format of data and metadata it is willing toegt the collections in

e What compensation it will receive for taking thisren upon itself

1 Benford, Gregory, Deep Time, Harper-Collins, 2000
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In practice, such detailed succession agreemenys beadifficult to negotiate or maintain. It is
therefore vital for repositories to maintain strdimis and partnerships with other similar insiias,
both at home and abroad, who might stand as patesitcessors in case of need.

While the repository might have some choice in wiibinherit its collections, the control stops the
Who will inherit the collections once this reposjtgpasses on, will be difficult to guarantee. Thas
repository cannot effectively control or determimieo will maintain its collections a generation wot
from now, but it does have a great deal of cordvalr how easy their jobs will be. The repositorysmu
not forget that one of the major reasons for follmpinternational data standards is exactly to ¢ase
workload when other repositories take over itsemlbns.

5.8. DISASTER PLAN

The Disaster Plan has a unique position among @sSWhere the other SOPs talk about how to run
and ensure the continuing running of the repositbi Disaster Plan deals with handling threatheo
very existence of the repository.

The focus in Disaster Plans are often on what taiden the repository shuts down for good, which is

most certainly an area that needs focus, but isaligtthe province of the Succession Plan. One must
not overlook that another worthwhile focus exisibput how to handle threats, not to the data or
services, but to the repository as a whole. Suckath do not need to be hostile, they can be the
natural cause of technological advances, or ecanohgnges.

Goal 8.1: The digital repository reacts in timefshion to substantial changes in its
environment
Examples:
e Repository implements Risk Analysis and Managerfs#rategy
e Repository details procedures for dealing with $eeable disasters
Discussion:

The environment in which a repository operates rcarghly be classified into these points, or at the
very least must include these points.

e Economic upheaval

Repositories with only a few major sources of inepespecially those functioning as part of a
larger organization, will be vulnerable to finanaigsruption. Very common to repositories is
irregular grants of money, which could prove diffidto obtain year on year.

The repository, or at least mature repositoriesstnrhave strategies to deal with budget
shortfalls. Common strategies include willing cteds to boost the repository for a period, or
having savings. The repository should also haveaitized list of the services it provides,

beyond what is absolutely required of it, to easseélecting which could be terminated, if
income shortages arrive.

e Political upheaval

As the collapse of the Soviet Union and much of BHastern Block demonstrated, political
upheaval can come to seemingly stable societigsogReries caught in such circumstances
could face opposing demands to both open up tlwieations, and to close them down.
Political upheaval could also lead to the sackindpoting of the repository, as stories about
the museums in Baghdad have shown.

e Loss of purpose/mandate
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Many repositories are not self-governed, but pad targer organization, be it a ministry, a
corporation or a university. These parent orgaitratcould be forced to make budget cuts, or
change in focus, or new leadership (or governmes)d have problems seeing the purpose of
the repository. The repository cannot just be aipasparticipant, but must actively seek to
demonstrate its value to those with executive pawer it.

Technological upheaval

Technological changes can greatly affect the bgsineodel of a repository, and at times come
about very quickly. The rise of the commonly avaldiemp3 player could affect the business of
repositories specializing in music, for examplethie form of online music shops having much
of the same content. The same of course appliged¢bnological trends in hardware, software
and networking. Repositories need to watch then@dgical trends, evaluate which could be
potentially harmful, and adapt.

Environmental upheaval

Major environmental changes can affect the commgumatusing the repository. While many
environmental disasters are unforeseeable, theréoeaations that are more likely to weather
special occurrence. Hurricanes, and the resultoaging are more likely to happen in certain
parts of the world, and earthquakes are likewiselmess rare in certain areas. The institution
running the repository will be expected to havereulr plans to handle the more likely natural
disasters and common disasters like fire, pipeitgakr just electrical blackout, but having
up-to-date plans for every environmental eventyaditunrealistic. The repository should, so
far as possible, detail procedures for dealing withironmental disasters in a timely manner.
It is a feature of disasters that they tend to pgeickly, so preparedness is essential. For each
foreseen disaster scenario, the disaster pland;ladmltdz:

1. provide for the personal safety of all individualso are present at the Repository
2. maximize order, efficiency, and speed in respondng disaster.

3. mobilize all appropriate staff to participate irsigmed functions in a disaster and in
recovery operations.

4. minimize damage or loss of repository data and timize the length of time in
which the repository's services are unavailablestrs after a disaster.

Loss of users and/or the arrival of competition

As the dissemination process is fundamental togoairepository, loss of users can affect the
repository gravely.

The repository has users to which it provides aiser As such, it is a business of sorts, and
can therefore suffer competition. Even governmepaaked repositories risk being challenged
by other part of the government creating digitadostories. Examples of this could include
the ministry of culture (having control of the pigblibraries) and the ministry of education
(having control of the libraries connected to ediocel facilities) both having repository
ambitions.

Repositories could also lose users simply from deggarded as untrustworthy. Users and
depositors might be worried about what the repositses the data for, or the services the
repository provides might be perceived as unstalileether or not such judgements are true,
the repository should have a clear communicaticatesyy to deal with them.

12

These priorities are drawn from those of the QeiateSouthwest Studies, Fort Lewis College,
http://swcenter.fortlewis.edu/Forms/DisasterPlan.h
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In any case, the repository should periodicallyléate usage statistics, and watch for services
going out of favour with the users. Giving the gsarway to request new features could also
help the repository staying current.

e Loss of educated key staff

While the Staffing plan deals with how to prevem toss of key staff members, there should
also exist plans for what to do should these priwes fail.

There are two major consequences associated vwathdo staff; the internal workings and
trade secrets of the repository could be reveaenitsiders, and the services of the repository
could cease to function.

The first point is only really a threat to the twsrthiness of repository if the internal
workings include untrustworthy procedures, thatehaot previously been revealed to the
users. If this is the case, the repository shoutdpare press statements and other
communications for when the secrets break.

The second point could prove more problematic. Stadfing Plan deals with ways to mitigate
this threat. However if it occurs despite such pldre best course of action would be to shut
down unmaintainable services until new staff haserbhired or trained. While this will cause
a loss of trust in the repository, continuing to unstable services will also have this effect.
Nevertheless, sometimes, it will not be politicdasible to shut down services. In such cases
the repository must refer to the prioritised lidt service referred to under ‘Economic
Upheaval’ and sacrifice lower priority services.

e Breach of Security

The physical security of the repository can alsdhveatened. Depending on the nature of the
materials housed, and the nature of the buildingsimg the repository, such threats can take
many forms. A repository housed in a library coldde users if the users perceived the
building to be a likely terror target, for exampighile a repository housing sensitive data
could be regarded as untrustworthy if no measuresaken to prevent physical theft of data
or hardware containing data.

The repository should identify likely threats, amdldress them, in addition to having plans in
the event of these threats materializing.

5.9. PRESERVATION PLAN

A repository's preservation planning objectivesldedy to correspond to a time-scale far beyorat th

of the immediate short, medium or even long tematsgic management of the organisation. Implicit
preservation agendas will in many cases demanaddhgnued availability and understandability of
digital resources for many, many years, if not erpetuity. It is therefore difficult to conceive of
broadly expressed preservation goals that can &sblg and meaningfully measured. An obvious
implicit goal of most repositories will be to prege one or more varieties of content, from one or
more sources, to facilitate long term access apdysone or more sets of users. However, given the
highly temporal context within which success oreotise is determined, this presents challenges of
expression. It may be realistic within a shortemtg@eriod to identify where preservationnist being
achieved successfully, but proof of successfulgkegion is only really evident at an unknown point
in the future where information is needed, andsgtil successfully. Unless preservation practitioner
can guarantee that their own lives, and that df grected preservation infrastructures will exténd
the point where data is no longer of value, arrédtiive means of objective definition and evaluatio
is required.

Preservation is often described as being akin swurémg interoperability with the future; this natio
offers opportunities for exploration. Interoperébpilis a challenge even within the contemporary; a
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useful, and measurable starting point for repasi$ois to demand that specific information assats,
classes of information, are maintained sufficiertdysupport their usability on all of the currently
available platforms by a sufficiently wide and dise range of user communities. This is realistic,
measurable, and can be made sufficiently specyfiddiailing explicitly the platforms (hardware and
software) upon which information can be satisfalst@ccessed and understood, and by defining the
communities (and their knowledge bases) that mastdpable of doing so. As discussed in other
sections, there are considerable difficulties posstories who seek torovetheir own sustainability.
However, irrespective of unknown or unpredictaldeues that can threaten the repository itself,
preservation objectives can be largely met by eénguhat information is maintained, with sufficient
contextual and representation information to fea# its use by identified user communities using
contemporary and emerging technological platforms.

The introduction of time constraints must be botimsidered and realistic; it is of little value for
repositories to formalise an objective to preseetent in perpetuity or until its value is losisiead,
preservation aims should be broken into smallegulee and more predictable temporal chunks,
interspersed with information appraisal to deteentimat which must continue into the next phase of
preservation. Approaching preservation aims agiassef short to medium term goals emphasises the
information's contemporary value and opportunities adding value (a central tenet of digital
curation) and also makes more explicit the active, andeadttive, nature of preservation activities.

Goal 9.1: Repository must maintain understandingasftemporary and emerging hardware,
software and storage technologies

Examples:

e Maintain and document technical, social and legalyses of Microsoft Windows XP, Linux,
Mac OS X, Sun Solaris and Novell and other contaamyooperating systems

e Maintain and document technical, social and legadlyses of x86, AMD64, PowerPC,
SPARC and other contemporary architectures

e Maintain and document technical, social and legalyses of optical disc, LTO tape, optical
tape, solid state, hard disk and other contemporegia storage devices;

e Maintain technology watch aimed at identifying egieg hardware, software and storage
technologies appropriate for subsequent analysis

Discussion:

In order to confidently seek to preserve digitaflgcoded content, repository practitioners must
maintain a detailed and widespread understandingcusfent and emerging trends within the
technological domain. The required intimacy of ustending is not limited to strictly technical
concerns, although of course these are of tremenidquortance. As well as developing expertise with
issues of software, hardware and media architecpggformance and vulnerabilities, repositories
must similarly familiarise themselves with legaintextual issues associated with particular devices
and applications (such as intellectual propertyhtgg often described within end user license
agreements), and more social issues such as ybafuitse, vendor stability, and any identifiablalan
commonly implemented combinations of technologynodifications.

Goal 9.2: Repository must maintain understandinglb$tructural (e.g. file encoding)
standards and formats
Examples:

e Formally document technological, social and leghbracteristics of each accepted or
potentially acceptable file format in a format-sifieaction plan
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e Formally document technological, social and ledelracteristics of each archival file format
used or planned for use within a format specifiesprvation plan

Discussion:

File format analysis is an invaluable part of tlepasitory's preservation activities, although by no
means should it be the sole focus for determinimgr@priate preservation solutions. Nevertheless,
formats provide a technical structure that lend®rination a physical form. Again, there are
numerous technical, legal and social considerattbas must be fully explored to determine both
opportunities and vulnerabilities implicit in padiar formats. However, preservation strategiegdbas
solely on format are insufficient. Considerableoinfiation value is attributable not to specifics of
structure, which the format analysis is capableoniveying, but to the semantic characteristicsache
information object, and the expectations of userd #eir anticipated uses, which are much more
fundamental and meaningful concepts.

Goal 9.3: Repository must maintain understandinglehtified user communities and their
associated competences and knowledge base

Examples:

e Formally identify and document each user communiith reference to their available
expertise, knowledge and technological aptitudesedsas their usage expectations

e Continue to monitor these communities, amendingudmntation and adding, removing,
splitting or merging communities where appropriate

Discussion:

As described above, an understanding of the stalatontext that surrounds each information object
is insufficient to facilitate preservation for tipotentially diverse communities that will ultimatel
demand information understandability. It is vithht repositories maintain relationships with eath o
their identified user communities, and where appab@, pursue new ones. Information describing
expectations and capabilities of user communitlesulsl be maintained on a continual basis, with
every aspect of preservation activities ultimaiefuenced and informed by the end user needs. It i
by analysing such information that many threshdiahdards for preservation strategies can be
meaningfully defined. Irrespective of the time-esalbver which preservation will take place, the
repository must continue to acknowledge that itsnaite purpose is to facilitate useful access &irth
user base, which itself is constantly evolving,axing and diversifying.

Goal 9.4: Repository must maintain understandingrekervation requirements for each
stored information asset or class of information

Examples:
o Objectives here must make explicit:

O Record requirements relating to content, behaviappearance, context, interpretability,
and interoperability must be made explicit definmgximum or minimum thresholds that
any acceptable strategy must preserve;

O Technical requirements relating to, for examplaquity of formats, lossy/lossless-ness,
error tolerance or documentation must be made @tpliefining maximum or minimum
thresholds that any acceptable preservation solutiost satisfy;

O Infrastructure requirements relating to hardwaoétwsare, or staff requirements must be
made explicit, defining maximum or minimum threstwthat any acceptable preservation
strategy must satisfy;
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O Process requirements relating to, for example, ekient to which strategies can be
automated, validated or scaled must be made exghkfining maximum or minimum
thresholds that any acceptable preservation syratergt satisfy;

Discussion:

The success or otherwise of preservation activiiées be measured in a meaningful way, but only if
preservation requirements are strictly and thoudjigtfdefined. Resources such as tRéato"®
preservation planning tool developed by the PLANET§ect can greatly facilitate the processes of
defining and prioritising preservation targets, ethimay be associated with objects themselves, or
various contextual factors that surround them emtteservation process. It is essential to consicer
the appropriateness of particular preservationtesires will be determined only by considering
specific characteristics of individual informatiobjects and the implicit challenges in exercisimgrt
preservation. Strategies determined at the leveltechnology or structural characteristics are
insufficiently focused; for example, a repositorgyrelect to preserve all Microsoft Word encoded
content as plain text. This is only a viable siygté the value of every one of these objects i®lyh
associated with the textual content within. If &@ample user communities are interested in issties o
formatting, pagination, layout, embedded objectdiler metadata, then clearly these are not being
preserved within such a simplistic and genericafiplied approach.

Goal 9.5: Repository must maintain, exercise araluate preservation strategies capable of
meeting specific preservation targets

Examples:
e Develop and evaluate preservation strategies wfdrence to preservation requirements

e Deploy preservation strategies when technical, |Jegacial and community monitoring
activities identify vulnerabilities with existinggservation information infrastructures

Discussion:

The contextual awareness maintained by the reppstmuld provide sufficient information to trigger
the execution of preservation strategies when bieepme necessary. Numerous developments may be
sufficient to provoke preservation. Technology rappear to lose its currency, vendors may announce
a cessation of trading or discontinuation of supgdor products, legislative developments may
introduce additional vulnerabilities associated hwjgreserved content or user communities may
demonstrate shifting expectations, requirementsamabilities. When currently preserved content
begins to exhibit fragility, the repository sholildve at its disposal one or more preservationegfied
capable of protecting the understandability anduevabf its information from such pressures.
Irrespective of whether the employed strategy islation, migration or any other emerging approach,
it should be thoroughly evaluated, in an appropriast-bed environment, with results considered in
direct comparison with preservation requirementindd for specific information objects, or classes
of information.

Goal 9.6: Repository must maintain and exercise@mpate appraisal policies to determine
which information must continue to be preserved
Examples:

e Develop and maintain criteria capable of expressirggextent to which preserving specific
content is worthwhile, and aligned with repositeqyurpose. This may include coverage of:

O its relevance to organizational mission

13 http://olymp.ifs.tuwien.ac.at:8080/plato
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the extent to which its preservation adheres tarmagtional policy
its perceived level of authenticity

its perceived integrity and usability

the perceived strength of its provenance

its condition or completeness

availability of contextual information (e.g. metaaa

O O O O O O O

its accuracy

e Deploy criteria on a frequent and regular basisnowing or redeploying content as is
necessary to maintain a focused preserved colkectio

Discussion:

In some respects, the need to continually appthsealue of information throughout the lifetime of
its usefulness is not strictly a component of thiesprvation process. Nevertheless, it will be
instrumental in determining the extent of inforroatiobjects, or classes of information, that will
continue to be preserved. Building appraisal inogreservation process provides natural punctuatio
between each discrete preservation step, validatidgustifying subsequent preservation activities.

is a means to effect control over the preservafioocess and ensure that ongoing awareness is
maintained of the value of individual digital asseand how this corresponds with more widespread
goals and priorities of the organisation.
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6. FROM PLATTER TO TRUST

The PLATTER tool is concerned exclusively with mgeaent of the objectives and targets of
repository. It is not itself a tool for establisgirust and is not intended to compete with other
initiatives in that area. Moreover, it is importdot repositories to be aware that at the prederd t
there does not exist any recognised internationdoaity accredited for the auditing or certifying
repositories. There do exist initiatives which amed at standardising the audit process, for el@amp
the Birds of a Feather Group on Digital Repositdndit and Certificatioff. However, until such
groups establish accepted standards in this ane#l e up to individual repositories to defineeth
own standards and procedures for establishing tnusbnsultation with their stakeholders. We can
identify this is a primary goal of the repository:

Goal 0: In consultation with stakeholders, estdbltsiteria for trust

The criteria to be used should draw on the existiitiptives in this area - for example the TRAC
and nestdf checklists, the DRAMBORA toolKif, OAIS'™ etc. For example, a repository might set as
its criteria for trustedness that it complete &-astessment exercise based on the DRAMBORA
toolkit with the results of that self-assessmenbéoaudited by two recognised experts in the field.
Another repository might prefer to base its créadar trust on a checklist approach. Some of thees

to consider in choosing an audit strategy are

e Which existing audit tool (if any) is most suitalibe the particular repository?

e Is an external audit necessary and if so whatri@itehould be used in selecting external
auditors?

e When and how often should an audit be carried out?

e s failure a possible outcome of the audit pro@essif so what plans need to be made to deal
with that eventuality?

PLATTER has been designed to support both chechtidtrisk-analysis based approaches to audit.

14 http://wiki.digitalrepositoryauditandcertificatiarg/bin/view

15 “Trustworthy Repositories Audit & CertificatiomRAC) : Criteria and Checklist”

http://www.crl.edu/PDF/trac.pdf
http://www.crl.edu/content.asp?l1=13&I2=58&I3=16[2&91

16 The nestor catalog of criteria for trusted digiegositories

http://edoc.hu-berlin.de/series/nestor-materidien/PDF/8en.pdf

1 A McHugh, S Ross, R Ruusaleep & H HofmBme Digital Repository Audit Method Based
on Risk Assessment (DRAMBORA)’, http://www.repasitaudit.eu. 2007. ISBN: 978-1-
906242-00-8

18 The Open Archives Initiative Protocol for Metaalatarvesting

http://www.openarchives.org/OAl/openarchivesprotdaml
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6.1. PLATTER AND CHECKLISTS

The discussion of the SOPs in Section 5 lists gelatumber of points to be addressed in the
development of detailed objectives and targetssé&taze overwhelmingly drawn from the TRAC and
nestor checklists. We have not sought to identifjctv concepts have been drawn from TRAC and
which from nestor or other sources, so a repositdnch chooses its own priorities amongst them
may find that it does not satisfy all the checkp®ion its chosen checklist. Therefore any repaositor
seeking to satisfy such a checklist comprehensigélyuld use it in combination with PLATTER
during the planning stage. Nevertheless PLATTERsdmg to be comprehensive, in the sense of
covering all the major points identified on othdrecklists. Thus any repository which adopts the
PLATTER philosophy, that all points covered in thecussion of the SOPs must be addressed, will be
guaranteed to have covered the majority of thetpairade in both the TRAC and nestor checklists.

6.2. PLATTER AND DRAMBORA

PLATTER is designed to complement DRAMBORA and posgtory planned using PLATTER will be
strongly placed to use DRAMBORA as a self-assesstosh In DRAMBORA, the initial stages of
the risk analysis require the repository to idgndiid document its goals. The repository then mdse
to describe the activities it undertakes in pursfithose goals and the assets which it deploys. Th
DRAMBORA risk analysis then consists of identifyitigreats to the achievement of those goals.
When PLATTER has been used for planning of objestiva repository will be in a very strong
position to carry out an effective DRAMBORA analydiecause all its current objectives will be
thoroughly documented. The combination of PLATTERI ©DRAMBORA therefore represents a
powerful tool in the development of Trust.
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Appendix: Dependencies Between Taxonomic Axes andOB
Objectives

In this section we attempt to identify in tabularrh some of the key relationships between the goals
outlined in the discussion of the SOPs in Sectiam® the questions posed in Section 3 on Repository
Classification. Generally speaking, the individte?tonomic axes defined by the questions posed in
Section 3 are of relevance to at least one, anttafy several of the goals which individual
repositories will have to formulate. The only quastwe have not explicitly linked to any specific
goals is question 4.2 on interoperability standafdiés is not because interoperability is unimpotrta

to a repository's objectives. On the contrary, wenlf believe that interoperability in all areas of
repository operation is and will be of increasimgportance throughout the foreseeable future. We
have, rather, chosen not to list the dependendiexperational goals on interoperability precisely
because they are potentially so wide reaching andagiable from repository to repository. For
example, if a repository chooses to interoperath ather repositories in the use of services aasedti
with preservation (e.g. format characterisatiom@ntithis will couple question 4.2 to the Preservatio
Plan SOP. Other repositories may perhaps use paeation to create coordinated search interfaages, o
perhaps automated metadata extraction. Each of thésintroduce quite new dependencies within
the PLATTER framework. We would therefore foreseat tin the near future, as the interoperability
landscape becomes clearer, Question 4.2 will nebed tefined to address the separate areas adtiresse
by these new interoperability frameworks which arerently being developed.

We have also tried to identify dependencies betvai#erent goals, especially those in distinct SOPs
Several of the goals clearly have such strong digrasies on so many of the other goals that it would
be confusing to list them all. One such goal islgba on Staff Roles. Since all our goals are, by
assumption, SMART it follows that they are all gssible, and therefore that every goal is associated
with at least one Staff Role. Similarly all, or ast all, goals are linked to Goal 1.1, the mainteea

of a business plan, since every goal will have soos associated with achieving it. Finally, we dav
not listed all the goal linkages of the Data Placduse, again, there are so many. Essentiallhall t
goals in the Data Plan are strongly linked, attlgasboth the Acquisition Plan and the Access Plan
and also the Preservation Plan.
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Goal

Coupled Goals

Coupled Questions

1.1 Business Plan

3.2 Staffing
4.1 Mission Statement
5.1 Technical Scale

1.2 Commercial Status

1.2 Financial Support 1.4 Outreach 1.1 Mandate
1.3 Financial Contingency Plans 7.1 Succession

8.1 Disaster
1.4 Qutreach 2.1 Acquisition 1.1 Mandate

4.2 Designated Communities

1.2 Commercial Status

2.1 Acquisition

2.2 Deposit Agreements

4.2 Designated Communities

2.5 Maintain Agreements
1.1 Business Plan
6.1 SIP Objects

6.1.2 SIP Bibliographic Metadata

6.1.3 SIP Technical Metadata

1.1 Mandate

1.3 Legal Acquisition
3.1 Acquisition Method
4.1 Source of Metadata

2.3 Physical Control

5.3 Technical Services

4.3 Storage Strategy

2.4 Monitor Ingest

6.1 SIP Objects
6.2 AIP Objects
6.4 SIP -> AIP

3.2 Data Complexity
3.3 Data Specialisation
4.4 Software Strategy

2.5 Maintain Agreements
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Goal

Coupled Goals

Coupled Questions

3.1 Staff Roles

2.3 Staff Size

1.2 Commercial Status
3.3 Data Specialisation
4.1 Source of Metadata
4.3 Storage Strategy
4.4 Software Strategy

3.2 Staffing 2.3 Staff Size
4.3 Storage Strategy
4.4 Software Strategy
3.3 Staff Skills 3.3 Data Specialisation

4.1 Mission Statement

4.2 Designated Communities

4.3 Access Policy

1.1 Business Plan
9.3 Community Understanding
1.4 Outreach

5.1 Technical Scale
5.3 Technical Services

5.2 Technical Security
6.2.1 AIP Metadata

4.4 Software Strategy

1.1 Mandate
1.2 Commercial Status
3.5 Access Rights

1.1 Mandate
3.5 Access Rights

1.2 Commercial Status
3.5 Access Rights
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Goal

Coupled Goals

Coupled Questions

4.4 Dissemination and Access

6.3.1 DIP Metadata

6.3 DIP Objects

6.5 AIP -> DIP

4.2 Designated Communities
5.3 Technical Services

3.2 Data Complexity
3.3 Data Specialisation
3.5 Access Rights

4.4 Software Strategy

5.1 Technical Scale

1.1 Business Plan
3.3 Staff Skills

2.1 Data Quantity
2.2 Object Quantity
2.4 Enduser Quantity
4.3 Storage Strategy

5.2 Technical Integrity and Security

4.3 Accesddol
3.3 Staff Skills

9.5 Preservation Strategies

3.1 Acquisition Method
3.4 Data Sensitivity
3.5 Access Rights

4.3 Storage Strategy
4.4 Software Strategy

5.3 Technical Services

9.1 Technical Understanding
3.3 Staff Skills

3.2 Data Complexity
3.3 Data Specialisation
3.5 Access Rights

4.3 Storage Strategy
4.4 Software Strategy
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Goal

Coupled Goals

Coupled Questions

6.1 SIP Objects

2.2 Deposit Agreements

3.2 Data Complexity
3.3 Data Specialisation

6.1.2 SIP Bibliographic Metadata

2.2 Deposit Agreements

3.2 Data Complexity
3.3 Data Specialisation
3.5 Access Rights

4.1 Source of Metadata

6.1.3 SIP Technical Metadata

2.2 Deposit Agreements

3.2 Data Complexity
3.3 Data Specialisation

6.2 AIP Objects

9.1 Technical Understanding
9.2 Format Understanding
9.5 Preservation Strategies

3.2 Data Complexity

3.3 Data Specialisation

6.2.1 AIP metadata

9.5 Preservation Strategies

3.2 Data Complexity
3.3 Data Specialisation
3.5 Access Rights

6.3 DIP Objects

6.3.1 DIP Metadata

4.2 Designated Communities

4.2 Designated Communities

3.2 Data Complexity

3.3 Data Specialisation

3.2 Data Complexity
3.3 Data Specialisation
3.5 Access Rights
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Goal Coupled Goals Coupled Questions
6.4 SIP -> AIP 3.2 Data Complexity
3.3 Data Specialisation
3.5 Access Rights
4.4 Software Strategy
6.5 AIP -> DIP 3.2 Data Complexity

3.3 Data Specialisation
3.5 Access Rights
4.4 Software Strategy

7.1 Succession

8.1 Disaster

1.3 Financial Contingency

5.2 Technical Integrity and Security
1.3 Financial Contingency Plans
9.5 Preservation Strategies

1.2 Cormialestatus
3.4 Data Sensitivity
3.5 Access Rights

4.3 Storage Strategy

9.1 Technical Understanding

3.3 Staff Skills

4.8r&ge Strategy
4.4 Software Strategy

9.2 Format Understanding

6.2 AIP Objects

3.2 Dammflexity

3.3 Data Specialisation
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Goal

Coupled Goals

Coupled Questions

9.3 Community Understanding

4.2 Designated Comriamit

3.2 Data Complexity
3.3 Data Specialisation
3.4 Data Sensitivity
3.5 Access Rights

9.4 Preservation Understanding

3.3 Staff Skills

3a?a Complexity

3.3 Data Specialisation

9.5 Preservation Strategies

6.2 AIP Objects
6.2.1 AIP Metadata
8.1 Disaster
5.2 Technical Integrity and Security

3.2 Data Complexity
3.3 Data Specialisation
3.5 Access Rights

4.3 Storage Strategy
4.4 Software Strategy

9.6 Appraisal

1.1 Mandate
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